Education Outreach and
Awareness
Scams Education Campaign and Proactive Warnings
4 November 2021
V 0.2

Fraud and Scams
What is the difference between Fraud and Scams?

Fraud is a transaction
which the customer
does not recognise /
has not made
themselves / didn’t
authorise.

A Scam is when a
customer is tricked into
making / authorising the
payment themselves to a
fraudulent beneficiary.
These are also known as
Authorised Push
Payments (APP) scams.
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An Introduction to Scams
Scams are on the rise…
In H1 of 2021 Barclays received 22,136
scam claims, which was a total of
£66.37m, compared to £36m in H1
2020.

Investment scams tend to have the
highest value claims (they represent
only 6% of the total claims but 31% of
the total claim value)

A prevalent scam will start with
‘smishing’ (spam text message) where
under false pretences, such as the
Royal Mail delivery texts, the scammers
gather personal information such as
name, address, bank details. They then
use this information to lend
authenticity when calling the customer
for the main scam.

Impersonation scams, where the
scammer pretends to be from the bank
or the police, follow close behind,
representing 22% of scam claims by
volume and 28% by value
Purchase scams are the most common
scams (40% of total claims), but are
generally lower in value

In 2020, Investment scam claims were a total of £27.8m. In just H1 2021, Investment scams
claims have been a total of £20.5m.
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The Evolution of Scams
Scams used to be fairly unsophisticated and easy to spot. The phishing email asking for money to help release
gold has become a bit of a joke when talking about phishing scams.
However, scammers are always evolving and moving with the times. Many have used Covid-19 to their
advantage –
•

Raising money for the ‘NHS’, support for people in the
community; Scammers set up fake charity collections

•

Royal Mail delivery scam – because people were getting
deliveries more often, many fell victim to this scam.

•

Vaccine Passports - sent a link to a page where you input
personal details and pay a fee for your vaccine passport.

Investment scams, as mentioned previously, can be for very high values. Scammers are taking
advantage of growing interest in, but a lack of understanding of cryptocurrency. Offers to help
people invest, to make people a lot of money quickly, is catching a lot of people out.
Mobile Banking is the most used payment channel for Scams with 88% of claims volume
coming from this channel and 61% claims value. With this increased use of mobile banking, we
have seen the use of Online Banking reduce to 9% of the volume of claims and 33% of the value
of claims.
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What are we doing to help Educate?
The Fraud Reduction Programme has been set up by Paul Marriott -Clarke to collectively drive down Fraud and Scams across multiple different
deliverables and programmes. It’s split into 7 separate work streams. The Customer and Colleague Education work stream is to align all
customer and colleague messaging across all channels. The campaign is split into three ‘mini campaigns’ with a different focus across each.

We have aligned the campaign to Take Five messaging and each ‘mini’ campaign
will have the same look and feel so that customers will be able to link the scams
messages together. All customer comms channels have been used so that we
can target all customers through their channel of choice.
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Campaign 1
Headline

Objective:
This was the kick off for the campaign and the aim was to
get customers thinking. Our research indicated that many
people thought they would never fall for a scam, but the
numbers showed us that across all demographics, people
were falling victim to scams.
Tony Callaghan’s Top Tips

Former police chief and fraud expert

Question Everything
A message may look like it’s from a business
you’re familiar with, but scammers can easily
impersonate companies. Double checking all the
details will help you keep safe.

Email: Sent on 26th July to 6.9m customers
Results: 33% open rate

Work in a team
If you’re ever suspicious that something is not
quite as it seems, you should always call for
backup, whether it’s from a family member, friend
or colleague. Remember, we’ll never ask you to
make a payment out of your account to ‘keep it
safe’.
Take your time
Don’t be pressured into making payments from
your account. Always ask yourself if it makes
sense for a company to be contacting you.
Trust your instinct
If something seems too good to be true, then it
almost always is. Avoid clicking on links in emails
and texts, especially if the message is unexpected.
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Social Media:
Paid campaignlive for 3 weeks.
Results: 16.6m
impressions
1.1m total
views

Branch:
Posters,
Leaflets, ATM
& CMS screens

Campaign 2
Headline

Objective:
Based on our research and our claims data, we know that different
customers fall victim to different scams. Campaign 2 was about
targeting our education on specific scam types to customer based
on age demographics. We changed our language from the
technical labels used within the bank for scam types, to how
customers are targeting e.g. through social media.
Email, text and phone scams

Emails, texts and even phone numbers
can be made to look like they’re from
companies you’re already dealing
with. They may ask for account details
or remote access to your computer.
To be completely sure, call the
company on a trusted number you’ve
found online.
Only scammers will try to rush or
panic you. If you get a call claiming to
be from the bank or the police and
they want you to move money our of
your account, it’s a scam.

Romance Scams

Alarm bells should ring if you’re
looking to get to know someone from
a dating website but they always have
an excuse not to meet in person.
Scammers will play on your emotions
to get you to send cash, often using a
family emergency or an overseas
crisis. Never send money to someone
you haven’t met in person and do your
research to make sure they are who
they say – speak to someone you trust
first.
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Social media scams
Social media ads for
goods, tickets, holidays,
even crypto-currency,
could be fake – they
may look and sound
legitimate but the link
could take you to a
bogus website.
Remember that social
media accounts can be
hacked and your friends
and family could be
impersonated. If you
receive any messages
out of the blue asking
for money, phone the
person first.

Direct Mail: Sent to
700k customers who
are 70+ without a
valid email and non
digitally active- also
includes alternative
format print.
Colleague: Comms
sent our w/c 6th
September.
Week of MySite
activity 13th -17th
September including
polls, questions and
quizzes.

Social: Digital Eagles 4
short videos sent w/c
13th September

Email: Sent on 13th September to 6.9m customers
3 slightly different emails based on age demographics
(16-30, 31-60, 61+)

Campaign 3
Headline

Objective:
“We Will Never...” We want customers to be in control, to be able
to spot a scam attempt. We therefore explain what we will never
do, compared to what scammers often do.
We are also raising awareness of Festive Scams, as the email will
be going out before Black Friday and Christmas.
Be wary of Festive Fraudsters

Don’t feel rushed into a purchase – be
sure to stop and think before you buy
and ensure the website you’re
ordering from is legitimate.

Fake Adverts and deals

Always pay with your debit or credit
card, or the site’s payment platform to
ensure the best protection.

As you start to think about your Christmas shopping, scammers
will be too. ‘Tis the season for shoppers to be targeted – here’s
what to look out for.

App and Online Banking.
We are updating the scams messages
here to match Campaign 3.
On the App landing page and the
Online Banking homepage (banner):
“Festive Scam Season is Here”
In Branch messages on Screens and ATMs.

If a deal looks too good to be true, it probably it. Scammers
know people are looking for a bargain at Christmas time, so
they’ll try to hook you in with deals on everything from cars
to game consoles and mobile phones. Stay alert to what
you click through to, especially on social media.

Websites URLs

Always check the URL of the site you’re on when online
shopping – scan sites can often look genuine. Always look
out for extra full stops and dashes. Scammers will target
you with a professional looking advert and then send you
through to a copycat website.
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Digital Eagles Event - 23 November.
With a guest speaker from the police.
This is a great opportunity to reach
hundreds of customers, with playback
available too. Also open to colleagues.

Effective Warnings
As well as Education we provide warnings to customers within the payment journey. This means that when a customer goes to
make a UK transfer within the app, online banking, branch or telephony, they will be asked to choose from one of nine Payment
Purpose options- this will then tailor a specific warning suitable for that payment type.

We are currently in the process of using data and insights to help determine future changes to the warnings.

Payment Purpose options

Friends, Family, Partner example

Modal Message- Vaccine passport scam
We have also introduced modal messages within the
app that pop up before the payment journey. These are
designed to provide the customer information on a new
scam threat. This message appears once for each
customer and will last for a month from 28/09.
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Proactive Warnings on Fraud & Scams
Stopping payments to Binance
• A decision was made by the FCA to warn about Binance’s financial practices - together with our own
analysis, we made a decision to try and stop all payments to Binance - as one of the world’s biggest crypto
market exchanges, it was likely that there would be a knock on impact to our customers.
• We issued a number of colleague comms, SMS’d 220k customers letting them know, supported social media
responses, added IVRs to all our lines. Minimal customer impact with only a couple of hundred calls in to the
call centre on a daily basis with 70% been handled at FPOC and only 80 complaints/concerns logged - 75%
handled at level 1.
• During all the Binance work we pushed for an automatic message to be sent to a customer if they tried to
make a payment to Binance which would then be declined.
• The text message is live and will be sent automatically when a payment to Binance is declined by Adeptra.
Hundreds of messages have been sent.

Royal Mail Scam awareness
• A major scam hit us and other institutions with customers being sent a text
claiming to be from Royal Mail about unpaid shipping. If the customer
clicked the link and filled in details, the fraudster contacted them saying
there had been fraud in their account and to move their money.
• 1000s of customers had been impacted and the value of losses was £3m –
5 times the BAU position. We made customers aware of the dangers, by
adding notepads to customer accounts, 2 social posts, added modal pages
and sent 2 inapp notifications to 8.8m customers. From this we enhanced
our external fraud playbook. We’ve also added in the process around
supporting customers with Flubot scam. Strategy now being developed for
preventative v reactive comms.

10 | Education Outreach and Awareness | 4 November 2021

Restricted - External

Proactive Warnings on Fraud and Scams
Driving Delivery and Parcel scam awareness
Many people across the UK are receiving scam text messages pretending to be from delivery companies. If
customers click on the link their device is infected with ‘Flubot’ malware which can intercept sms’s, redirect
calls and steal credentials
We identified a sub set of 350 customers whose devices are infected, who we reached out to via sms. We’ve
also sent inapp notifications to all customers to warn against clicking links in texts, protecting our customers
even more.

•

•

Barclays
•

Hi <name>, you recently
clicked on a link in a text that
wasn’t genuine, we understand
that may have caused you
some concern. Your network
provider should’ve contacted
you to explain how to make
your phone secure again. If
they haven’t, or you need
further support, please contact
us, we’re here to help. Your
Barclays team

Barclays
•

Earlier today/yesterday you
registered for the Barclays
app on a new device. If this
wasn’t you, we need to take
steps to protect your
accounts. Please call us
immediately using the
number on the back of your
card and quote
“XXXXXXXXXXXX”. If this
was you, then you don’t need
to do anything. Your Barclays
Team

Open Banking Scam attack
•

Fraudsters have been trying to move money from our customers’ accounts by setting up an additional Barclays
app registration on a new device. We didn’t always let customers know when another app registration was set
up on a new device, but we’re piloting it now to help protect them. We send a text to them within the 4 day
window before the fraudster can transfer funds, asking the customer to contact us if they haven’t recently set
up an additional registration. We’re also adding notepads to give instructions to colleagues on how to help
customers if they contact us. If we can see that this has been successful in protecting customers and
preventing losses, we’ll look to set up a strategic alert.
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Proactive Warnings on Fraud and Scams
Solar Panel scam

We were tipped off by the Joint operations centre about a fraudulent website that
was storing our customers’ details. We worked with them to contact around 2k
customers who were affected, warning them about potential scam attempts they
may get as a result.

•

Smart Investor fraud

In readiness for high value fraud in Smart investor, after the bank lost 100k+
after a Smart investor scam case, stakeholders realised controls needed to be
improved. We have an SMS approved that we’ll issue to impacted clients when
Smart Investor (SI) are correcting trades on a customer’s account, following
fraud – this is likely only going to be a needed a few times a year.
The SMS will be issued to the client after the fraud / scam investigation is
complete and the client’s SI accounts have been repaired. A contract note is
issued to the customer detailing all amendments made to the investment
accounts. We do not want customers to receive this contract note ‘cold’ without
warning, as could potentially believe their Smart Investor accounts are still under
attack. The live date will depend on when we have this type of high level fraud
occur – realistically it will be a few times a year at least.

•

•

Barclays
Your details could be at risk.
You may be approached by a
company offering solar panel
refunds - please be on the
lookout. Don't click on any links
or open attachments in
messages you don't recognise
or aren't expecting. Never
share personal or banking
information with anyone over
the phone you don't know - if
you're being asked to, end the
call. If you see an offer that is
too be good to be true - it
probably is. For further tips to
help you stay safe against
fraud and scams, search
Barclays Digisafe online. Your
Barclays Team

Hi <name>, we’ve corrected the recent fraud on your Smart Investor account. You don’t need to do anything – we’ll send
you a contract note with more information. If you have any questions, please get in touch. Your Smart Investor team

First in piloting Hard ID&V
•
•

We’re piloting hard ID&V, which will help colleagues complete transactions without additional security questions, as well
as overcome any concerns and reassuring the call is genuine.
Customers will be further protected from fraudsters and the process will be more streamlined for customers & colleagues
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What to do with a suspicious message

If you get an email or text that claims to be from Barclays but looks
suspicious, please forward it, along with any attachments if possible,
to internetsecurity@barclays.com.

You can also forward any suspicious emails to report@phishing.gov.uk. The
National Cyber Security Centre will test the validity of the site and will
remove it immediately if it’s a phishing scam.
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